Submission ID:
Date Filed:
Were you the one affected in this

incident?

Your Contact Information

Your IC3 Complaint

4446c3f8e9bb423e9cc712d62365b8d8

6/16/2026 6:36:06 PM EST

Yes

Name:
Business Name:
Phone Number:

Email Address:

Complainant Information

David Olesen
Yesdude Software Services LLC
4805103262

davidyesdude@gmail.com

Name:
Age:

Address:

Address (continued):
City:

County:

Country:

Zip Code/Route:
Phone Number:

Email Address:

Business Information

David Olesen
50 -59

BLOCK 2, LOT 15, LAPRADERA,
CAMELLA,

BARANGAY TAMBULILID
ORMOC CITY

LEYTE

Philippines

6541

09544611052

davidyesdude@gmail.com




Is this on behalf of a business
that was targeted by a Cyber
incident?

Business Name:

Is the incident currently

impacting business operations?

Business IT POC:

Financial Transaction(s)

Yes

Yesdude Software Services LLC

No

David Olesen, 480-510-3262

Did you send or lose money in
the incident?

No

Information About The Subject(s)

Name:

Business Name:

Address:

City:

Country:

State:

Zip Code/Route:
Phone Number:

Email Address:

Website/Social Media Account:

IP Address

Name:

Maureen Gail Mulvaney

MAUREEN G. MULVANEY &
ASSOCIATES, INC.

16026 South 36th Street
Phoenix
United States of America
Arizona
85048-7322
4802806776
mgm@mgmsuperstar.com
mgmsuperstar.com
69.7.174.32

° °

Maureen Gail Mulvaney



Business Name:

Address:

City:

Country:

State:

Zip Code/Route:
Phone Number:

Email Address:

Website/Social Media Account:

IP Address

Name:

Business Name:
City:

Country:

State:

Zip Code/Route:

Email Address:

Website/Social Media Account:

IP Address

Description of Incident

MAUREEN G. MULVANEY &
ASSOCIATES, INC.

16026 South 36th Street
Phoenix
United States of America
Arizona
85048-7322
4802806776
mgm@mgmsuperstar.com
Cox Communications
70.162.213.200

° °
Unknown
cloudzy.com
Las Vegas
United States of America
Nevada
89119
abuse@cloudzy.com
cloudzy.com

144.172.104.123

Provide a description of the incident and how you (or those you are
filling this out on behalf of) were victimized. Provide information not

captured elsewhere in this complaint form:



1/10/2026 - 1/11/2026 (70.162.213.200)
dowload of all files related to petitions and personal information of
Maureen G. Mulvaney and her family

1/18/2026 - 1/19/2026 (70.162.213.200)
download of petitions and other PDF files

1/21/2026 (70.162.213.200)
Email Service of Petition in Philippine Case CN-324

2/17/2026 (70.162.213.200)

Legal attempt to shutdown yesdude.com

Maureen files Strategic Notice with Family MCSC

In filing mentions FTC Identity Theft Report No. 197364711

4/23/2026 - 4/25/2026 (70.162.213.200)
download of remaining documents, images, and other PDF files

4/29/2026 - 4/30/2026 (144.172.104.123)

EMAIL from yesdude.com host - Start time: April 29, 2026 3:30:41 am
GMT (GoDaddy)

yesdude.com hacked in attempt to take down server

Install of Nuclei.exe

Admin$ Account Creation

5/7/2026 (70.162.213.200)
Legal attempt to shutdown yesdude.com
Maureen Email to EasyDNS

6/2/2026 - 6/3/2026 (144.172.104.123),(70.162.213.200)

Maureen visits yesdude.com at the same time.

EMAIL from yesdude.com host - Start time: June 03, 2026 9:29:45 am
GMT (GoDaddy)

Another yesdude.com hack succeeds in taking down yesdude.com but is
restored.

6/7/2026 (144.172.104.123)
cloudzy.com

IP 144.172.104.123

Nevada 89119

Full Web Attack



User-Agent:+Mozilla/4.0+
(compatible;+MSIE+7.0;+Windows+NT+5.1;+360SE)
Multiple requests per second. Looks like a (Denial of Service) DOS
attack, but not very good from a single IP
Referrers:

https://www.google.com/search?hl=en&qg=testing

6/11/2026 (144.172.104.123),(70.162.213.200)

yesdude.com website shutdown.

| could not determine the hack that basically disabled my website, but it
was disabled to the point that it would no longer serve web pages. It
required a full rebuild.

So, this time | totally banned the offending IP. | also hardened the server
to prevent flooding and probing. I've been running yesdude.com for
decades, yet now I'm the target of a hacker? There is nothing to steal and
it wasn't used to flood out spam emails or host nefarious material. | could
even use remote desktop to get in still. Just the ability to host web pages
was disabled.

Intrusion Dates

2026-04-30 - 2026-05-01

RDP exploit attack use of Admin$ Account
flashplayer.exe

2026-06-02 - 2026-06-03

RDP exploit attack use of Admin$ Account
flashplayer.exe

Links to 4 hacks are on yesdude.com website home page.
First timeline hack: https://yesdude.com/me-me/#hack-1

Other Information

If an email was used in this incident, please provide a copy of the
entire email including full email headers.

Hack used multiple exploits but was oddly from a single IP.
use of RDP exploit attack

use of Admin$ Account

flashplayer.exe

Nuclei.exe



unknown application and script file used to install scheduled tasks

What eventually prevented web page access | do not know. spent hours
trying to figure it out. Eventually had to nuke the Virtual Machine and Start
over. | suspect that killed more evidence, but | have the web log files and
some other event logs.

GoDaddy is the host. They may have more IP logs.

Are there any other witnesses or persons affected by this incident?

This is a development server and someplace | keep other information |
find useful to get to from the internet. yesdude.com does not get a lot of
traffic. It was easy to filter out the IP addresses that were accessing the
website. Even to the point of finding Maureen's alleged IP address
(70.162.213.200). She simply wants the information removed and
perhaps decided to employ someone to do it. | have been in court
proceedings for the better part of a decade. lllegal activity is still illegal
activity.

If you have reported this incident to other law enforcement or
government agencies, please provide the name, phone number,
email, date reported, report number, etc.

| have not reported to Maricopa County Sheriffs Office, but intend to do so
next after getting an IC# Number to convey.

Is this an update to a previously No
filed complaint?

Privacy & Signature:

The collection of information on this form is authorized by one or more of
the following statutes: 18 U.S.C. § 1028 (false documents and identity
theft); 1028A (aggravated identity theft); 18 U.S.C. § 1029 (credit card
fraud); 18 U.S.C. § 1030 (computer fraud); 18 U.S.C. § 1343 (wire fraud);
18 U.S.C 2318B (counterfeit and illicit labels); 18 U.S.C. § 2319 (violation
of intellectual property rights); 28 U.S.C. § 533 (FBI authorized to
investigate violations of federal law for which it has primary investigative
jurisdiction); and 28 U.S.C. § 534 (FBI authorized to collect and maintain
identification, criminal information, crime, and other records).



The collection of this information is relevant and necessary to document
and investigate complaints of Internet-related crime. Submission of the
information requested is voluntary; however, your failure to supply
requested information may impede or preclude the investigation of your
complaint by law enforcement agencies.

The information collected is maintained in one or more of the following
Privacy Act Systems of Records: the FBI Central Records System,
Justice/FBI-002, notice of which was published in the Federal Register at
63 Fed. Reg. 8671 (Feb. 20, 1998); the FBI Data Warehouse System,
DOJ/FBI-022, notice of which was published in the Federal Register at 77
Fed. Reg. 40631 (July 10, 2012). Descriptions of these systems may also
be found at www.justice.gov/opcl/doj-systems-records#FBI. The
information collected may be disclosed in accordance with the routine
uses referenced in those notices or as otherwise permitted by law. For

example, in accordance with those routine uses, in certain circumstances,
the FBI may disclose information from your complaint to appropriate
criminal, civil, or regulatory law enforcement authorities (whether federal,
state, local, territorial, tribal, foreign, or international). Information also
may be disclosed as a routine use to an organization or individual in both
the public or private sector if deemed necessary to elicit information or
cooperation from the recipient for use by the FBI in the performance of an
authorized activity. "An example would be where the activities of an
individual are disclosed to a member of the public in order to elicit his/her
assistance in [FBI's] apprehension or detection efforts." 63 Fed. Reg.
8671, 8682 (February 20, 1998).

By typing my name below, | understand and agree that this form of
electronic signature has the same legal force and effect as a manual
signature. | affirm that the information | provided is true and accurate to
the best of my knowledge. | understand that providing false information
could make me subject to fine, imprisonment, or both. (Title 18,
U.S.Code, Section 1001)

Digital Signature: David C Olesen


https://www.justice.gov/opcl/doj-systems-records#FBI

